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1. Installation

Download the software from: http://www.bitvise.com/download-area And save it to your computer. Be sure to
place it in a location that you can find, like your Desktop or My Downloads. Once the download is completed...
locate the file “Tunnelier-Inst.exe’ and double click on it to start the install process. The screen below will be

shown.
B Bitvise Tunnelier 4.26 Installer = IE]“
What's in the package Wizt the Tunnelier web page
Bitvise Tunnelier End User License Agreement E

Bitvise Limited. a limited lability company incorporated in
(ribraltar with incorporation tuumber 30888, ["Bitvize'), has
developed and continues to develop 2 Windows 55H client
program niamed Tunnelier (" Tunnelier'), to which it owns all
right, title, and interest, and is willing to grant vou, meaning
atry individual or entity who will use Tunnelier, {"vou"), the
license to use Tunnelisr, upon the condition that vou agree to
and accept all of the terms of this License Agreement

(" Agreement'’).

You must read this Agreement carefually.

1. Definitions.
¢ A "MNachine" is a single hardware computer unit, or a
virtual machine nunning in a simulated environment M

wcida amathar Marhineg Tach snda af a chactar caruade

[]1 agree to accept all the terms of this License Aoreement

Inztallation Folder | C:\Program FilestBitvize Tunnelisr

Inztall for all users Create a desktop icon
Fun Tunneler when done

Install ] [ Cancel

Checkmark that you agree to the
License Agreement and click
INSTALL.

Once the installation is complete, the

3 Installation Completed E

- | J Bitvize Tunnelier 4,26 installation completed.

‘Installation Completed’ window will
appear (as shown below).

Just click OK.

The program will automatically be
opened and you’re ready to configure
the software.
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2. Generating a public and private key with keymanager

Click on the blue sentence ‘User keypair manager'.

Authentication

Username |

Initial method [none -

Lser keypair manader

[#] Try gesapi-keyex first if available

The following screen appears, next click GENERATE NEW.

Bitvise Global Keypair Management

Ke_ir Mger_

You have the following SSH user authentication keypairs:

Slot  Algorithm  Size  Pass..  MDS5 Fingerprint Bubble Babble Insert Time Comment

Modify... Remove
Export... Passphrase... ove &

In the Comment section of the next screen; fill in your SenderName followed by your account. Your account is
derived from your Senderld (i.e. S100003). The only difference is that the account does not contain a capitol
letter. So what you fill in is: “SenderName account s100003”.

Generate New Keypair

Slot Algorithm Size
L | |sshisa v |[2048bits v

Slots are used for referring to keys and affect the
order in which keys are used during authentication.

Passphrase

l |
Confirm passphrase

| |

The keypair will not be passphrase protected if an
empty passphrase is supplied.

Comment
SenderName account 100003

[ Genergfs | [ cCancel | 4044 | F: 0346 260461 | www.bluem.nl | info@bluem.nl
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Do not fill in Passphrase, leave blank.
Now click GENERATE.

Generate New Keypair

Slat Algorithm Size

sshersa 2048 bits

Slots are used for referring to keys and affect the
order in which keys are used during authentication.

Passphrase

Confirm passphrase

The keypair will not be passphrase protected if an
empty passphrase is supplied.

A progress bar is shortly displayed while your public and

Comment private key are being generated.
SenderMame account s100003
CECECECITTTIT I |

kg
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3. Export the public key

After the keypair has been generated select ‘Slot 1’ keypair in the next screen and click EXPORT.

Bitvise Global Keypair Management

You have the following SSH user authentication keypairs:

Slot AIgotithm Size = Pass.. MD5Fingerprint | Bubble Babble Insert Time Comment

1 ssh-rsa 2048 no a7 15:8fef.0F88... =xoken-muveb-si.. 2003-02-11T14.06:082  SenderName account s100003

i il ] l
MDS fingerprint: ~ a7:15:Bf:ef.0F 88:df:b3:9b: 93:b6:04:12:d4:92:97 [ GenersteNew.. | [ Modiy.. || FRemove |
Bubble-babble:  xoken-muveb-sikag-zozoh-sozep-gihat-gomag-tepur-meryz-zereh-dexex

Comment: SenderName account $100003 Import.... l | Expoﬁ.. I [ Passphrase... l [ Remove All ]

Export Public or Private Key

Don’t change any options in the next screen, just click

(3) Export public key EXPORT aglain. it in a location wh find i
- - e sure to place it in a location where you can find it
Bt he mlitie key iptieaoman SSH saiver afterwards,plike on your Desktop. Use ¥he following
© Standard SSH2 format naming convention for the export: “publickey_account”.
() DpenSSH format Next click SAVE.
In Windows XP:
() Export private key

Export the private key for backup or for use on
anather machine or a different SSH client.

o) Bitvise format

OpenSSH farmat

| Exporu II Cancel |
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Select Standard SSH2 Public Key Export File
Save in; [ @ Desktop V’ @ 2 [
[ 3 [@My Documents
g 2) ﬂ My Computer

My Recent ‘QMV Metwork Places
Documents

E

Desktop

NG
Lo

v

A

My Documents

My Computer

%) &
" File name: | publickey_s100003 v
My Network  Save as type: [ v ]
In Windows Vista:
Select Standard S5 =)

Iﬁn:‘r‘:m:
'!"! Il » Ravic » Bureaublad » -~ |+

Bestandsnaam: publickey_s100003] -

Opslaan als: ’ v]

* Door mappen bladeren

For informational purposes, the contents of the exported key looks similar to this:

———— BEGIN S5H? FUEBLIC KEEY ————

Comment . "SenderHame account =100003"
AAAARINzaClvo2EAAAAREQAAAQREA 2O 1dPkIdggZ+EKC1eRDfzni 7twvulREW16 701 0gELudr
Ub+Fo+0¥ 1 I4holCIEf S=v I 80TV LCeGkgins 10JZnTIS1Cgs D0z f LEHQC e lwCe+BAf Hy 2vwjlky
VSca9cggryiST9iaBt P26 VepEceHa OWrDIHE9YSn 3rezGupHTnd+9pU 2 LHgnUES SV pt TE
EplulwIIeBDUIxgER I pexiglVr-0dt TObHxZ5H 34 T2 J+bDEHneel+ombmIvgenigllut AaYw
JInZBLf fANCwYYhEmrGoHol8ssTeSngiEOI 10z ibrd 4 Y+Swop+pb 2FwnUpf UArwERLY g6 Goa llW
Fho¥7AnSv==

———— END SS5SH2 PUELIC EEY ———
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4. Further account activation with Bluem

Bluem needs the Public key to continue your account activation on our sFTP server. Please send an email to
support@bluem.nl
To meet the application requirements, please include the following:

1. E-mail subject: "Request tests/production account NotaOnline"

2. Senderld

3. IP address/range for test and production environment of the Sender (to grant access to Bluem
firewall)

4. the export file can be emailed as an attachment, BUT ONLY when the export is zipped

The sender will receive an e-mail with a user name which has been produced when the activation is finalized. It is
not possible to request a specific user name.
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5. Configuring the Login Tab

On this tab, use the following if you are connecting to Bluem’s TEST infrastructure:

Hostname test.sender.notaonline.nl
Port number 22

Username <your account, i.e. s$100003>
Password <no password / leave blank>

When you are connecting to Bluem’s PRODUCTION infrastructure use:

Hostname sender.notaonline.nl

Port number 22

Username <your account, i.e. s100003>
Password <no password / leave blank>

Fill in the above mentioned variables. Select in the Authentication panel the ‘publickey — slot 1°.

Profile: (default profile)

Login | Options | Terminal | SFTP | Services | C25 Fwding | 52C Fwding | SsH | About |
ﬁ Server Authentication
Load Profile Host test.sftp.bluem.nl Username 5100003
€ Pt (2 il ethod by ST
S Profile A Proxy settings Host key manager none
ave Profile As Passphrase ssword
SPM )
User keypair mé keyboard-nteractive
[C]ssP1/Kerberos 5 || Delegation ] Try gssapikcqs._saﬁ.ﬂlﬁﬂlc

Only when you filled in all required variables you click SAVE PROFILE AS in the left panel. To save the ‘Tunnelier
Profile’ on the computer. Choose a profile name at your own discretion.

6. Configuring the Options Tab

- change the ON LOGIN options, make sure only Open SFTP is check marked.
- checkmark ‘Logout when session activity is over’
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Profile: test.sftp.bluem.nltlp (changed)

Login | Options | Terminal | SFTP | Services | €25 Fwding | 52C Fwding | S5H | About |

ﬁ Reconnection On Login
Load Profile @ Automatically reconnect if Open Terminal Open SFTP
= successful connection breaks Open Remote Desktop
% () Always reconnect automatically Execute
Save Profile () Never reconnect automatically
ﬁ First reconnection timeout 2 Re-execute on reconnection
Save Profile As Show user authentication banner automatically
ﬁ Logout when session activity is over
Close Profile Help

Return to the Login Tab.

7. Host Key Verification

On the Login Tab click LOGIN, a new window will pop up when a first pre-connection is established. The new key
needs to be verified.

10
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Profile: test.sftp.bluem.nltlp (changed)

Login | Options | Terminal | SFTP | Services | €25 Fwding | 52C Fwding | ssH | About |

Server Authentication

Host test. sftp.bluem.nl |sername 5100003

Port 22

Host Key Verification

Save Profile

Mew host key

Either the connection to this host is being established for the first time
Save Profile As or the host key has been removed from, or never saved to the database.

Please contact the server's administrator and verify the received key.
Accepting the host key without verification is not recommended.

Close Profile

Connecting to test.sftp.bluem.nl: 22
Host key algorithm: ssh-rsa, size: 2048 bits.

MD5 Fingerprint:
15:48:e2:bb:c0:cf: 30: 22:55:3%:e2: 2a:83:a: 3e:08

Bubble-Babble:
xohod-natud-vumoh-vulig-bykob-bogeg-hubyd-bukyz-vuled-fomes-boxix

[ Accept and Save ] [AmeptForThisSeon ] | Cancel

|

17:10:27.027 Starting first key exchange.
":rjl?: 10:27.027 Server version string: 55H-2.0-0pen55H_5.1

-.:rjl?: 10:27.027 Mew host key received. Algorithm: ssh-rsa, Size: 2048 bits, MD5 Fingerprint:
15:48:22:bb;c0:cf: 30: 22:55:3%:22: 2a:83:24:8e:08, Bubble-Babble:
wohod-natud-vumoh-vulig-bykob-bogeg-hubyd-bukyz-vuled-fomes-boxix.

Click ACCEPT AND SAVE.

You are now successfully connected to Bluem'’s Sftp Server.

When you want to exit the SFTP connection, simply click on the red X. When the window closes there is still an
active session to the Bluem sFTP server. To exit, click LOGOUT

11
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r

-
o2 Bitvise Tunnelier - test.sftp.bluem.nl.tlp - test.sftp.bluem.nl:22 @MJ
Profile: test.sftp.bluem.nl.tlp
|&) Bitvise SFTP - test.sftp.bluem.nl.tlp - test.sftp.bluem.nl:22 =B

< Window Local Remote Upload Queue Download Queue Log
).) Browse m Upload Queue @ Download Queue @ Log
(ocatbies | Remotehies |

Say = =
2085 [ @& & Ci\Users ~ : ) 5B @) & /Usersssii ~ -
MName S “ || Name Sizi
Win§ .. .ssh 10%
. incoming B¢
. outgoing 27:

1

|
- I‘T_, Resume r(j Overwrite

Additional information:

With SSH the Sender (or his service Provider) can obtain and deliver (push and pull) files on the SFTP connection
with Bluem. Each Sender gets his own home directory with 2 folders: incoming and outgoing. Uploading is only
possible in the directory ~/incoming. Bluem processes the files automatically. After processing, the files are
removed from the incoming folder by Bluem.

Bluem places all files for the Sender in the directory ~/outgoing. The Sender is required to pick up these files
himself (and remove them from the directory as part of this process).
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